AbNovuMm

Leading Swiss Bank Case Study

Mobile Banking Seminar

Bruno Kaiser
Chief Integration & Security Officer, AdNovum

October 12, 2012

swiss made
software



- —

e i o e o
—— e ————

Aadai S ——
B e it el



Agenda

Leading Swiss Bank Case Study

How it all evolved

Key application features & user interface
Mobile banking release 1

= Project plan

= Results

Integration & architecture

Security

Non-functional characteristics

Current usage statistics
Recommendations from lessons learned

AbpNovum




Leading Swiss Bank Case

= UBS AG
= 150 years old, with a global presence in more than 50 countries
= Largest retail bank in Switzerland
= One of the largest wealth management banks globally
= > 60’000 employees, 12% in Asia

= AdNovum is one of only six preferred vendors of UBS
= UBS is AdNovum’s largest customer
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A long and successful relationship
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First steps into Mobile Banking

UBS Locator
By UBS AG

Open iTunes to buy and download apps.

3 UBS

This app is designed for
both iPhone and iPad

Free

Category: Finance

Updated: Oct 02, 2012
Version: 1.3.1

Size: 1.6 MB

Languages: English, French,
German, Italian

Seller: UBS AG

© UBS AG

Rated 4+

Requirements: Compatible with
iPhone, iPod touch, and iPad.
Requires iOS 4.2 or later.

Customer Ratings

We have not received enough
ratings to display an average for
the current version of this
application.

All Versions

* % 22 Ratings

Description

View More By This Developer

If you're on the road and need to locate a UBS branch, the UBS Locator App will help you do so quickly and easily.

Just open the application (an Internet connection is necessary for it to function) and search for the branch near you

UBS AG Web Site» UBS Locator Support »

What's New in Version 1.3.1

- Fix for location database update issue

- Ability to select either Miles or Kilometres as distance unit of measurement

- Added "Nearest branches" table to iPad app

Screenshots
will Swisscom T 7 96% b
Q
Switzerland >
USA >
Asia and the Pacific >
Europe >
Latin America and Carib... >
Middle East and Africa >
USA and Canada >

@
Browse

...More
...More
iPhone | iPad
will Swisscom T < 96% =
Nearest Branches
Baslerstrasse 50 >
8048 Zarich 450m
Badenerstrasse 678 >
8048 Zarich 850m
Albisriederstrasse 361 >
8047 Zarich 1.1km
Max-Hégger-Strasse 80 >
8048 Zarich 1.2km
Albisriederplatz 8 >
8004 Zarich 1.4km
Giessereistrasse 18 >
8005 Zarich 1.9km
Limmattalstrasse 180 >
8049 Zarich 2.1km
Birmensdorferstrasse 123 >
8003 Zarich 2.5km
-

Nearest Branches

AbpNovum

iPhone Apps seeain s

UBS Mobile Banking

Finance

Updated 02 October 2012
FREE v

UBS KeyClub
Lifestyle

Updated 26 September 2...

..J; E3 (FREE ¥

iPad Apps secan»
UBS Locator
& UBS Finance
Updated 02 October 2012
E3 CEreell»

= First approaches:

UBS Mortgages

Finance

Updated 27 March 2012
FREE ¥

UBS Research

Finance

Updated 10 July 2012
FREE ¥

UBS KeyClub
Lifestyle

Updated 26 September 2...

ES (FREE ¥

3. UBS

$UBS

=

S UBS

Oct  Nov

Dec

native, standalone applications
= Several mobile applications popped up
in different departments
= Need for a coordinated Mobile program

= Common look and feel

UBS Locator

Finance

Updated 02 October 2012
E3 (FREE|[»

UBS Funds

Finance

Updated 05 July 2012
FREE ¥

UBS EQY Investor
Finance

Updated 06 January 2012
Ed (FREE||w

= Clear separation of concerns



Mobile Banking — Functional Scope

= Account balances

= Latest account transactions

= Portfolio overview by asset class

= Detailed information on individual custody account and portfolio positions
= Credit card transactions and amount still available

= QOpen credit card invoice amount

= Completed exchange and securities transactions

= Scanning of payment slips
(optimized for iPhone4 and only for clients domiciled in Switzerland)

= SMS Pull: query the account balance by SMS, authenticated by mobile number
= Precondition: existing e-banking contract

= Activated out of e-banking session
= Available for iPhone 3GS/4x/5 (iOS 4 and higher), as well as Android
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Mobile Banking — User Interface

Accounts 02.06.2011, 15:38

Sort accounts

ﬁ Household
(1)
[l Salary

CHF 5'974.32
l---'llll-'-|-|

CHF 3'353.81

CHF 12'413.10
ﬁ Savings l

Back

Account

ﬁ Household

Last 30 transactions

0.52K I

Household (CHF)

5'974.32

0.33K

18.05.2011 -330.00
5'974.32
Order

-100.00

18.05.2011

Back
Portfolio moderate (CHF)
% Total net assets 492'853
YTD-Performance 04.05.2011 2.97%
@ Liquidity
@ Bonds
@ Equities
HF
@ Real estate
PMC
. Liquidity 106102
. Bonds 87'070

Card account Account (CHF)
57'1 Account balance 2'162.56
Spending limit 10'000.00

® Available 7'816.01
@ Current transactions 1'036.11
@ Open invoice amounts 1'126.45
VISA CHF 945.31
a Paypass CHF 90.80




Mobile Banking Release 1 - Project Plan

2011

6-8 PM @ 20-25 PM ®

PR MDP2011/04

PS 1.11 3W LCO 19.11 SW LCA 24.12 9w 10C 25.2 6W 9./10.04.2011 aw PR 13.5

Inception Construction Transition Pilot

Elaboration

Iteration #1 Iteration #3 Iteration #5

Iteration #2 Iteration #4

4.2 3W 18.3 1.5W PSO 30.3

Project organization
Business case O INT <> ST <> AT Q
Project pre-contract : — ' iPhone App
Software Requirements Spec P Submission
iPhone App Screen Design Product (eady ror
Scope . . systematic testing
- . Architecture & Design .
High-level architecture Test infrastructure
. Infrastructure (Dev, Test, Prod) .
Major use cases Prototvpe Test execution plan
iPhone App Screen Design Concept Effort zrs)tima tion Test cases Test acceptance
Tailoring workshop Proiect contract Test data Promotion material
RTM: SWCRs + IRs Tesi lan Rollout preparation Rollout plan
Project management plan RTM -pSW CRs + IRs PM docs (updated) PM docs (updated)
Project schedule . Product ready for pilot
PM docs (updated) ytorp

Project repository (Docweb)
Risk list
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Mobile Banking Release 1 — Results
= Approval by Apple without rejection within one week

= 14’000 downloads within first week il i S
= Rating 4.5 (top of Swiss Bank Apps)

= No operational issues

= Very positive user feedback despite still limited functionality

1. Cracked Screen Prank (F...

. Desire Unterhakung
. 2. Super World Adventures
= To extend the solution Spiele
= To provide an Android application 3. Racing Penguin, Flying Fr...

Spisle
4. UB5 Mobile Banking
Finanzen
* Durchschnittliche Bewertung fir alle Versionen: % % % - 84 Bewertungen
% v o N 7

& o 11
7 7 B =)
] | 3
%2 4
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Release 1 - Dependencies

Alerting Project

Registration of mobile numbers
and e-mail addresses

AbpNovum

On-Boarding (Settings)

Process scanned payments slips

e-banking

Mobile e-banking

SMS Gateway

Incoming and outgoing SMS
traffic (E-mail interface)

Client
Authentication

Weak authentication of
iPhone App user (user/pwd)

CPos

Services for enquiring and
displaying assets
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Mobile Banking Architecture

SenAuUuS server Mopile App server
v v
Credential Requester HsS
uid/Pw)

CSsO-Token
containing mobile
channel attribute

GenAusS CSSO Token verification
(accepting Uid/Pw)

— ]

[}
I
I
I
I
I
I
I
I
I
I
I
I
I
: Mobile Protocol Rendering
I
I
I
I
I
I
I
I
I
I
I
I
[}

5 Service Access Control
M 1 BE
?3:3?0) for Mobile Service
Data Filtering and Data
BD
. AnNnonymization
HTTPs
EBI
HOSTLINK
T T S a
r—-——— - —— DXL _—_— ——— —— — — — — — — — — — — — — —
z/OS Decentral Business Server In Nnd / outbound email
(SWiIsscomM)
Sh- H Sh-Sms- ‘
WAS confirm Pull
Email Handler L
‘V ‘ (Timer Task) “ IMAP Server
\ CcSsF
|

\ ACC

MAP/HTTP

Service Access Control

New config for
mobile channel

AbpNovum

local

Client
Entitlement

|

} SSP Services (CPOS) ‘

Business

‘ | SMS Pull

Service

for SMS Pull Service
Data Filtering and Data
AnNnonymization



Release 2 — Milestones

i CCReq © Set1 | ST Start | AT Start

F 271 303 i25 ‘46 .

: ; : i PSO

: . :19.6 | QFR CNA

:24.7

.
.
.
.
.
.
.

:

Inception  Elaboration

Lco I0C  Rollout

LCA 233  24.06.2012 PR
29.2 31.7

Iteration #2:

* On-Boarding: selection of accounts/cards, edit alias

s GetEsCreditAvailable, GetEsTransaction,
GetEsStatements, plus all on-boarding services

* Offering attribute GetMobileContractData

* Usability: FQ049, FQO033, FQ056, FQ069, FQ034, Muffins

¢ Reporting: Changes in MOBUC-105

¢ End-to-end integrated in TE1 (from App to UCC)

¢ Log archive to LAZAR

Iteration #1:

* GetEsAccountStructure inkl. Caroline SOAP 2.0
¢ On-Boarding (all accounts/cards are selected) :
¢ Usability: FQ029, FQ032, FQ037, FQ071, FQ057, FQ047, FQ048 ;
¢ Reporting: Changes in MOBUC-101, MOBUC-106, MOBUC-104

¢ Statistics

¢ End-to-end integrated in TE1 (from App to UCC)

P R R R T E TR T T

Project organization Scope Software Requirements Spec Product ready for Product acceptance
Business case High-level architecture Architecture & Design acceptance testing Promotion material
Project pre-contract Major use cases Infrastructure (Dev, Test, Prod) Rollout preparation Rollout plan
Kick-off FCRA Prototype PM docs (updated) PM docs (updated)
Tailoring workshop Effort estimation Product ready for pilot
RTM: SWCRs + IRs Project contract
Project management plan Test plan
. ::2}:2 :g:::;:)ery (Docweb) EI{-AN::JOSC‘LV (cuR;d;’::;) PS P_r oject Start. . .
UT Unit Test L LCO Lifecycle Objective Milestone
INT Integration Test Risk list LCA Lifecycle Architecture Milestone

UBS ST System Test 10C Initial Operational Capability 6
AT Acceptance Test PR Product Release
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Security

Identity Management

= Same as with e-banking (e-banking contract as a precondition)
User Authentication

= Access card and card reader with PIN

= Strong authentication with offline challenge/response
Privacy

= Data encryption with 128 bit (IDEA/RC4) resp. 168 bit (3DES)
Transport Layer Security (TLS)

= Use of protocol mechanism, e.g. SSL with HTTP

Identity Propagation

= Security tokens issued by nevisAuth

= Security tokens propagated via SOAP headers

= Use of JAX-WS handlers to pass the security tokens

AbpNovum



Non-Functional Characteristics

Number of users

Concurrent users

Growth rate (p. yr.)

Max. response time login

Max. response time simple transaction
Transaction volume per month
Number of logins per month

Service time

Availability

Max. time of non-availability

AbpNovum

720'000

2'500

8-11%

< 10 sec

< 2 secin 95% of cases
36'800'000

3'750'000

7*24h

99.5%

2 h



Release Plan 2012 and Outlook

2012

) S

() CNA 21.02.2012

O walabbie

s App Store

: = Android 3+4

. = Penetration test issues (6)
i = Offline page

i = Look and feel (11)

: = Samsung Galaxy Nexus

. = Samsung Galaxy S2

AbpNovum

{ MDP1204

s App Store

New pwd policy

CPos service upgrade
Handling of individual
booking text

Forced upgrade
GESM rollout

Local DB encryption
Token verifier MOB BE

R ]
ey Android

r I
Market

s App Store

Credit cards

Usability (16)
Statistics (2)
Reporting (26)

Log delivery to LAZAR

() CWG 23./24.06.2012 () CWA 25./26.08.2012

™

F

== Available ¢

s App Stor

QFR

() CWA 03./04.11.2012

s App Store

UBS Quotes
Securities trading
E-bills approval
Payment wizard
Payment details
Strong authentication
App suite



Roadmap

2012

2013

T S I R
T T I T I e I I I T I T I e I

CWA 09./10.11.2012

Spec Dev ’
MDP 1306
15./16.06.2012 :
L * Quotes package m
Spec Dev AT @ ¢ PFM integration
e Financial calculators (part 2)
MDP 1304 * Universal search
13./14.04.2013 : e Keyclub
Spec Dev e Usability Package
COR 1303 E- oae
B 10052015 Push notifications m
Forced upgrade

s ¢

CWA 03./04.11.2012 CWG 08./09.12.2012 CWA 12./13.01.2013
Pilot Rollout Client Rollout Fallback

st [EHO it ’ Pilot )

Mobile Identification

NFC support m
UBS Quotes

Payment Wizard

Securities trading

Call-me Button

Direct marketing

App in browser
Financial calculators (part 1)
Location finder

On;Boarding
E-bill approval m
Quality feedbacks

Asset view package
Card package

3 UBS
BT

> Google play

Consolidate e-banking and Mobile Banking offerings in WM EMEA

Leverage Mobile Banking in WM APAC

AbpNovum



Recommendations from lessons learned

>

Y VY

A service oriented system architecture enables to add Mobile Banking with minimal costs by
reusing existing functionality
-> reuse functionality over different channels

A smooth integration into the existing IT environment is key
-> use web technology with modern Web standards (HTML5 / CSS3)

Hybrid approach enables reuse of business logic over different devices and therefore reduces
development and maintenance costs.
-> avoid native development on each device wherever possible

Reduce dependencies to AppStore and mobile OS providers as much as possible
-> again: stay with standard web technologies such as HTML5/CSS3

“Security issues” is rather about convincing people than technology.
-> don't trust the client platform

Continuous development and maintenance is important in order to quickly and continuously
react to new devices (iPhone5) and mobile OSs (e.g. i0S6)

Get better over time: Build and continuously extend an automated QA-environment running
regression tests

Ensure a capability to deliver an emergency release within hours

Save money by choosing a sustainable and evolutionary approach based on people with the
necessary skills and experience

AbpNovum
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AdNovum Informatik AG
Bruno Kaiser, CISO
Roentgenstrasse 22, 8005 Zurich

Bruno.kaiser@adnovum.ch, www.adnovum.ch
T+4144 2726111



